Computational RFID (CRFID) platforms have enabled reconfigurable, battery-free applications for close to a decade. However, several factors have impeded their wide-spread adoption: low communication range, low throughput, and expensive infrastructure-CRFID readers usually cost upwards of $1000. This paper presents LoRea, a backscatter reader that achieves an order of magnitude higher range than existing CRFID readers, while costing a fraction of their price. LoRea achieves this by diverging from existing designs of CRFID readers and more specifically, how self-interference is tackled. LoRea builds on recent work that frequency-shifts backscatter transmissions away from the carrier signal to reduce selfinterference. LoRea also decouples the carrier generation from the reader, helping to further decrease self-interference. Decoupling carrier generation also enables the use of deployed infrastructure of smartphones and sensor nodes to provide the carrier signal. Together these methods reduce cost and complexity of the reader. LoRea also purposefully operates at lower bitrates than recent backscatter systems which enables high sensitivity and longer range.
INTRODUCTION
Backscatter transmissions consume several orders of magnitude less energy than conventional radios, enabling devices which are both networked and batteryfree [28, 31, 35, 29] . A backscatter transmitter modulates ambient radio signals by reflecting or absorbing them, which consumes less than 1 µW of power [28] , making backscatter well-suited for applications where replacing batteries is challenging [31, 56] or extending battery life is important [17] .
Computational RFID (CRFID) tags, such as WISP [42] and Moo [60] , are backscatter platforms that LoRea decouples the carrier generator from the receiver, and uses commodity radios both to generate the carrier and receive the backscattered signals. LoRea avoids self-interference by frequency shifting the data away from the carrier.
augment traditional RFID tags with sensing and computing abilities [6] . CRFID tags often operate on harvested energy, and can operate in environments where only scarce amounts of energy are available for harvesting [57] . CRFID tags can drastically decrease the maintenance costs of sensing applications due to battery-free operations, as replacing batteries is often a costly and cumbersome endeavour [52] . CRFID platforms have enabled many novel applications like battery-free cameras [31] , passive localisation using light [10] , and activity detection [7] . But despite the numerous advantages and nearly a decade of research [42, 60] , CRFID tags have seen only very limited adoption.
To understand the reasons for limited adoption of CRFID tags, we look at how these tags communicate in Figure 1 (a). CRFID tags require an external device (reader) to generate a strong carrier signal to power, query the backscatter tag, and to receive
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System name LoRea Passive WiFi [24] HitchHike [61] InterScatter [21] BLE [11] BackFi [3] RFID [19] Carrier strength ( the weak backscatter transmissions. Commonly, RFID readers or software defined radios (SDRs) are used as readers, which are often expensive (costing upwards of $1000 [19] ), bulky and consume large amounts of power. The CRFID readers and tags are also restricted by the protocol used EPC Gen 2 [12] . This protocol was designed to query small amounts of identification data on passive RFID tags, which makes it difficult to support data-intensive applications [15] . Furthermore, CR-FID readers also demonstrate poor receiver sensitivity which limits the communication range and operations in through-the-wall environments. The disadvantages mentioned above severely restrict the applications conceived using CRFID platforms. While SDR-based readers can query CRFID tags, and achieve high throughput using custom protocols, using SDR-based readers only partially solves the problem. SDR-based readers increase the cost and complexity of deployments, while achieving communication ranges of only a few meters [16, 58, 54, 8] .
Readers employed to query CRFID tags demonstrate poor performance and high cost primarily due to the need to tackle severe self-interference from the carrier signal [30, 17] . Existing CRFID readers receive backscatter transmissions at the same frequency as the carrier signal [16, 58, 54, 19, 8] . As energy delivery is combined together with communication, these readers generate a strong carrier signal (∼ 30 dBm). The backscatter reflections, on the other hand, are weak hence separating them from the strong carrier requires complex techniques and components increasing the cost and the complexity of the reader [17] . Even with the additional complexity and cost to mitigate selfinterference, CRFID readers still demonstrate poor receive sensitivity due to leakages of the carrier signal [30] achieving a range of only several meters. This paper answers the question: Can we redesign backscatter readers such that they overcome the limitations of low range, high complexity and high cost? LoRea enables battery-free applications inconceivable on existing generation of CRFID tags and readers, and also paves way for widespread adoption. Contributions. To address the challenge of existing backscatter readers, we design LoRea, a low-cost, low-power high-range, and low-complexity backscatter reader. LoRea achieves the above mentioned goals by diverging from existing designs of CRFID tags and readers in three important ways:
1. LoRea builds on recent systems [24, 30, 59] that separate the carrier from the backscatter transmissions as shown in Figure 1 (b). In this way, the carrier and the transmissions do not overlap which avoids self-interference, and the need for the kind of complex solutions that existing backscatter readers employ. To reduce self-interference, we simply leverage the ability to reject emissions on adjacent channels which is present in commodity RF transceivers. Furthermore, this approach also improves the SNR of the backscatter signal as it is less interfered from the carrier (see Section 2). 2. LoRea deliberately operates at bitrates much lower than used in recent backscatter systems [24, 21, 61] and RFID readers. As receiver sensitivity improves with lower bitrates, LoRea is capable of significantly higher ranges when compared to recent backscatter systems (see also Table 1 ). Lower bitrates also enable the generation of the modulating signal on MCU-based CRFID platforms. 3. Finally, LoRea decouples the carrier generator and the receiver in space, and uses the 2.4 GHz ISM band for transmissions. This design choice enables the use of existing infrastructure composed of sensor nodes [36] , smartphones [21] , or SDRs to generate the carrier signals. The spatial decoupling also helps to decrease self-interference due to the distance between the receiver and the carrier generator. Decoupling the energy-expensive carrier generation from the reader also significantly decreases the power consumption.
The above contributions together make LoRea achieve the following: First, a cost of about $70 using off-the-shelf components, whereas the cost of a conventional RFID reader is $500-$2000. Second, a range beyond 200 m in line of sight. This is an order of magnitude higher than with traditional RFID readers, seven times higher than the reported range of Passive WiFi [24] , and four times higher than the reported range of HitchHike [61] , two recent backscatter systems (see also Table 1) .
We illustrate two representative use cases that demonstrate LoRea's capabilities: First, we present a system that uses visible light to passively detect the presence of a person. While similar system suffered from short range, the LoRea-based system allows the reader to be placed in another room and yet report events with high accuracy. In the second use case, we demonstrate that LoRea's low-power mode and decoupling of the carrier enables mobile readers even in non-line-of-sight environments achieving high range.
Note that in our use cases, as well as in the rest of the paper, we focus on the uplink from the backscatter tag to the reader since most sensing applications are bottlenecked by this link [3, 61] . We can support downlink communication by reusing existing low-power receiver designs [21, 23] . Existing CRFID readers also couple together energy delivery with communication, which has been shown to be inefficient [14, 57, 40] . We hence decouple the energy delivery from the reader. LoRea, if needed, can support RF-based energy harvesting by reusing design of energy harvester presented by Talla et al. [44] , or by using other harvesting methods [5] .
BACKGROUND

RFID readers.
Radio-frequency identification (RFID) reader queries backscatters tags for their identification data (ID) as shown in Figure 1 (a). In the case of passive tags, the reader also provides energy to the tags and hence sends a strong carrier signal.
In existing systems, the RFID tags backscatter ID data at the same frequency as the carrier, and hence must employ sophisticated mechanisms to reduce selfinterference and recover the weak backscatter signal. These mechanisms usually are a combination of methods that: Isolate the carrier from the receiver using circulators, employ RF cancellation to attenuate the self-interfering signal and attempt to separate the selfinterference signal [17] . All these methods cause additional power consumption and increase the complexity and cost of the reader. For example, Impinj's R2000 RFID chip consumes an additional 500 mW of power when self jammer cancellation is turned on [20] . Furthermore, the use of circulators comes with an insertion loss penalty causing a reduction in received signal strength and the need to increase the output power to achieve the same level of radiated signal, which in turn is detrimental to the receiver and limits the achievable range. Conventional RFID readers are also usually used in CRFID applications SDR-based readers have also been used to query CR-FID tags. These readers do not include any specialized hardware to reduce self-interference from the strong carrier, instead they resort to operating in a bistatic configuration [8] . SDR-based readers owing to lack of self-interference cancellation mechanisms demonstrate a range of only a few meters [16, 58, 54] . Backscatter communication primer. Radio Frequency (RF) signals are absorbed or reflected by different amounts by an antenna, dictated by the radar cross section (RCS) of the antenna. The RCS of an antenna is controlled by changing the impedance of the circuit connected to the antenna. Backscatter transmitters modulate their RCS to control the degree of absorption or reflection of impinging ambient RF signals. The act of reflection or absorption produces weak variations of the ambient signal which can be decoded by a receiver.
Consider an RF emitter transmitting a signal that reaches a backscatter transmitter which, in turn, selectively reflects or absorbs the signal. A receiver observes these signals. The signal R(t) perceived by the receiver consists of two components: One directly coming from the emitter S rt (t). Another coming from the backscatter device B(t)S bt (t), which is the minute variations generated according to transmit data. The resulting signal, as observed by the receiver is:
In the above equation, σ is the RCS of the device and B(t) is either 0 or 1 and represents whether the backscatter device is absorbing or reflecting the ambient signal. In traditional CRFID readers, the reader generates a constant tone signal or a sinusoid at frequency f c , and the backscatter tag also backscatters at the same frequency, i.e., in the above equation both components are at same frequency. The reader is also responsible for both generating the carrier and observing the backscattered signal from the tag. Backscatter as mixing process. As stated above in Equation (1), the backscattered signal from the transmitter is proportional to the product of the data signal B(t) and the ambient RF signal reaching the backscatter transmitters antenna S bt (t). Backscatter readers generate a single-tone sinusoidal wave of frequency f c as a carrier signal. If we consider this signal reaching the backscatter transmitter while the RCS of the backscatter antenna is changed at a frequency ∆f , the resulting backscattered signal (product σB(t)S bt (t) in Equation 1) takes the form:
(2) We observe, the product of the backscattered signal with impinging radio signal can be expanded into two images of the original signal, modulated by the backscattered data. The images are frequency-displaced by an amount equal to ∆f on both sides of the original signal's centre frequency. This displacement allows the backscatter tag to shift the backscattered signal away from the carrier, and also allows the receiver to reduce interference from the carrier signal [24, 61, 37, 36] .
DESIGN
In this section, we present the design of LoRea. We also compare LoRea's power consumption and cost to that of conventional RFID readers.
Decoupling in Frequency and Space
One of the main differences between LoRea and conventional CRFID readers is the way in which they tackle self-interference. Reducing self-interference is important since otherwise the strong carrier overwhelms the backscattered signal that is inherently weak [17] . To reduce self-interference we make three main design choices which diverge from conventional CRFID systems.
First, LoRea uses different frequencies for the carrier wave and the backscattered signal. As opposed to conventional CRFID readers, where the carrier wave is at the same frequency as the backscattered signal, we instead deliberately place the carrier an offset ∆f away from the operating frequency of the reader. Existing low-power radios like the ones used for WiFi [24, 21] , ZigBee [21, 37, 36] , Bluetooth [11, 21] or other ISM band transceivers demonstrate the ability to greatly attenuate signals present in the adjacent frequency bands. For example, the CC2500 attenuates a signal present 2 MHz away from the tuned frequency by almost 50 dB (Figure 2 ). We leverage this ability to significantly attenuate the strong carrier signal, thus reducing selfinterference without using complex components or techniques employed on existing readers.
Second, as opposed to existing CRFID tags that backscatter at the baseband frequencies [55, 30] , LoRea instead backscatters on an intermediate frequency. We leverage the mixing process inherent to backscatter transmissions to both modulate the carrier, and also to shift the modulated signal to the desired frequency f r = f c + ∆f on which the receiver listens for transmissions. This helps to receive information, while the carrier being backscattered is located some frequency offset away from receivers frequency.
Finally, LoRea decouples carrier generation and reception spatially. Spatial separation reduces selfinterference significantly due to propagation loss of the carrier signal [8] . On existing RFID readers the carrier generator and the receivers are co-located and have to employ complex components like circulators to reduce self-interference and to improve the noise floor. Besides interference reduction, the separation also enables the use of existing infrastructure, such as sensor nodes and smartphones, to generate the carrier signal. This can improve the scalability of the system, for example.
These three design choices lead to our reader architecture shown in Figure 1 (b). Rather than having one single reader device, the reader's functionality is split into carrier generation and reception. We discuss these in more detail in the next section.
Receiver
The receiver's task is to receive and decode tags' backscattered transmissions. The decoupling of the carrier generator and receiver in both frequency and space opens a design space for choosing a transceiver, selecting the frequency offset as well as the modulation scheme. We detail these aspects in the following: Transceiver. On the LoRea reader we use radio transceivers that support only basic link-layer functionalities without supporting higher layer protocol stacks Carrier interference rejection. The transceiver used in LoRea reduces interference from a carrier located 2 MHz away by almost 50 dB.
like ZigBee, WiFi or BLE. This is done in order to achieve high range, enable maximum configurability and achieve low power. This particular design choice has two major implications.
First, these transceivers support modulation schemes such as On-Off-Keying (OOK) and Frequency-ShiftKeying (FSK). The low complexity of these modulation schemes enables easy generation of the baseband signals on the backscatter tag. Second, these radios support lower bit rates (2.9 kbps), which improves the receiver sensitivity by almost 10 dB to 15 dB as compared to operating at higher bitrates of ∼ 100-500 kbps. This significantly increases communication range and improves the ability to operate in non line of sight environments. As most sensing applications send only a small amount of data to the receiver [34] these applications can benefit from the high bitrates − a low bitrate is, however, not detrimental to their performance. To support other applications requiring high bitrates, we can also operate the reader at high bitrates with reduced sensitivity.
Our implementation of LoRea uses the Texas Instruments CC2500 [47] . Selecting Frequency Offset. In LoRea, the carrier and backscatter signal are separated in frequency. The frequency offset ∆f corresponding to this separation needs to be high enough to reduce self-interference from the carrier signal, and at the same time, small enough so that it can be generated on commodity MCUs on a low power backscatter tag.
We conduct an experiment to determine ∆f needed for the LoRea reader: We setup a software defined radio (SDR), and position its antenna about 30 cm away from the antenna of our CC2500-based receiver. We program the SDR to generate an unmodulated carrier signal of strength 12 dBm which is maximum that could be generated from our SDR, and tune the frequency of the carrier to be at the receiver's centre frequency f . We program the receiver to measure the noise floor repeatedly. When the carrier is at the receiver's center frequency, the noise floor is significantly high owing to significant self-interference. Next, we program the SDR to slowly sweep the frequency of the carrier in steps of 250 kHz at intervals of 60 seconds, until it reaches a frequency f −10 MHz on the negative side, and a frequency f + 10 MHz on the positive side of the spectrum. We find the mean noise floor at different offsets of the carrier, and find the change in noise floor from the levels when the carrier was present at f . Figure 2 demonstrates the result. The noise floor improves by almost 50 dB as the carrier is shifted 2 MHz away from f c but does not improve significantly further away. Hence, we consider ∆f = 2 MHz as a good tradeoff for our implementation. Selecting Modulation Scheme. Using an off-theshelf radio transceiver as a receiver opens the possibility of letting the applications dictate the choice of modulation scheme employed. While the available choices are somewhat limited if the baseband signal has to be generated by a commodity MCU, selecting among simpler modulation schemes such as OOK and FSK is possible.
CRFID tags usually employ some variant of amplitude modulation (OOK/ASK) since they use the same modulation scheme for receptions. They achieve energy-efficient receptions with a simple envelope detector that is based on amplitude modulation [28] .
As we focus on upstream communication from tags to the reader, LoRea is not constrained to amplitude modulation, but our tags can use FSK for upstream communication which yields the following advantages: First, FSK is a constant envelope modulation [39] and as such offers a number of advantages for the receiver, in particular the robustness against fading. Second, FSK is more energy-efficient than OOK in the sense that it can achieve a lower Bit error rate (BER) for the same signal-to-noise ratio [25, 39] .
Carrier Generation
Monostatic vs. bistatic setups. To transmit data, backscatter tags require an unmodulated carrier wave that they can modulate. Most existing RFID systems follow a monostatic setup, in which the RFID reader uses the same antenna for emitting a suitable carrier and for receiving transmissions from backscatter tags [25, 33] . An advantage with this setup is its conceptual simplicity. However, monostatic setups require the RFID reader to perform complex self-interference cancellation, because the emitted carrier is much stronger than the signals from the backscatter tags. Circulators are used to reduce self-interference, but they increase the readers' cost, and still affect receive sensitivity due to leakages of the carrier signal [30] .
Monostatic configurations also limit the communication range. Consider the strength P r of a backscattered signal at the reader in free space [24, 33] , given by
Here, λ is the carrier's wave length, P t is the power of the carrier, and the factor K accounts for the return loss and antenna gains at the backscatter tag. G t and G r represent the antenna gain for transmitting the carrier and receiving the backscattered signal, respectively. Similarly, d 1 denotes the distance of the backscatter tag to the carrier generator and d 2 denotes the distance of the tag to the receiver. Thus, in a monostatic configuration, d 1 = d 2 and G t = G r . Fig. 3 (a) plots the received power using the above equation, assuming a monostatic configuration. As expected, minimizing the distance to the RFID reader maximizes the received signal strength. In contrast, LoRea uses a bistatic configuration, in which receiver and carrier generator do not share the same antenna and can be spatially separated. This means that for LoRea d 1 does not need to be identical to d 2 . Therefore, the received signal strength will be high as long as a backscatter tag is located in proximity to either the receiver or the backscatter tag. This allows to increase the communication range of a backscatter system. Based on the above equation, Fig. 3(b) shows the signal strength as a tag is moved on the straight line between a reader and a carrier generator.
Another advantage of using a bistatic configuration is that the receiver does not need to handle interference from the carrier generator, provided that both are sufficiently separated in space. This reduces the cost and complexity of a LoRea reader. Generating carriers. LoRea can leverage a range of devices to generate suitable carrier waves. For example, high-power carrier waves can be easily generated using software-defined radios, in particular in combination with amplifiers. Furthermore, many radio transceivers provide a test mode for FCC compliance testing that generates an unmodulated carrier. In Sec. 4, we use Figure 4 : MSP430 based backscatter tag.
TelosB sensor nodes that feature a CC2420 radio chip, and WiFi radio CC3200 to generate an unmodulated carrier wave. Recent work has also shown how carriers may be generated on smartphones using BLE radios [21] . Since a carrier wave does not contain any information, the generation of carriers does not need to be coordinated in a deployment. Indeed, LoRea can use any combination of carrier generators. Carrier frequency. LoRea also differs from conventional RFID systems in that it operates in the 2.4 GHz ISM band. A key motivation for this decision is the world-wide availability of the 2.4 GHz band and its relatively high permissible transmit power. For example, in Europe only ∼ 5 MHz of ISM band is available at 863-868 MHz as opposed to ∼ 26 MHz in the US. We also opted for the 2.4 GHz ISM band as it allows us to leverage commodity radio transceivers for carrier generation, as described in the previous paragraph. Sub GHz frequencies offer better propagation characteristics and hence support longer ranges. LoRea can be optimised to use sub GHz radio transceivers [46] supporting similar modulation schemes and packet formats which would make them capable of operating at significantly lower receive sensitivity to achieve larger communication ranges. Our focus in this paper is to leverage existing deployed devices like smartphones and sensor nodes to provide a carrier signal. We leave a more detailed study of operating LoRea at lower frequencies to future work.
Backscatter Tag
At its core, a backscatter tag consists of two components: a radio front-end whose radar cross-section is controlled by a switch as outlined in Sec. 2; and a device that generates an appropriate baseband signal. This signal is then used to control the switch. Backscatter front-end. Our front-end uses the Analog Devices HMC190BMS8 RF switch [1] that also recent backscatter systems employ [21, 24] . We design a PCB on a two-layer FR4 substrate. We have measured the return loss of our front-end to be 3 dB, which is similar to recent designs [21, 24] . Backscatter transmissions have a side effect of creating an undesired mirror signal (see Eq. 2 ). Our present font-end does not remove this image. In the future, we will incorporate the design presented by Zhang et al. [61] 
To offset the backscattered signal from the carrier, we shift the baseband signal to the intermediate frequency of 2 MHz. The modulation scheme of choice is 2-FSK with a frequency deviation of ± 95 kHz, resulting in a reasonably narrow baseband signal that can be implemented in software. This means that to transmit a 1-bit, the tag generates a signal with a period of 477 ns for one symbol duration. To transmit a 0-bit, the tag generates a signal with a period of 525 ns instead.
We implement two prototype backscatter tags. The first prototype is based on the Beaglebone Black embedded platform [2] (∼ $45). We use the Beaglebone's programmable real-time unit (PRU) to generate the signal for a payload. The signal is generated by simply inserting appropriate delays between toggling the switch. We use the PRU instead of the Beaglebone's main CPU to avoid interruptions from the operating system's scheduler. The other prototype tag is based on the MSP430 FR5969 MCU [45] that is also used on present CRFID platforms [55] . We leverage the MCU's on-board timers to generate the signal, which makes it possible to operate in low-power mode during most of the transmission. We instantiate two different MSP430-based tags: the first is our custom implementation shown in Fig. 4 and the other uses an off-the-shelf Texas Instrument launchpad board ($16). Table 2 compares the power consumption of LoRea's components to that of a commercial RFID reader, the Speedway Revolution R420 from Impinj [19] . For the carrier generators, we take the power consumption when the radio is actively transmitting at the highest output power and the CPU is active. For the receiver, we consider the power consumed when the CPU is active and the radio is receiving. The table shows that the power consumption of these components is at least an order of magnitude lower than that of a commercial reader. The same is true for the price where commercial readers often cost above $1000 while the components we require for LoRea are significantly cheaper. Even though the focus of the paper is not on backscatter tags, for completeness we also show the power consumption of the prototype backscatter tags. We note, similar to recent works which generate passive wireless transmissions [24, 21] our tags need to generate only digital signals with a much simpler modulation scheme and at lower frequencies. Hence, we expect an IC implementation of our backscatter tag to consume similar amount (if not less) of power as compared to recent backscatter systems ∼ 10-50 µW .
Power Consumption and Cost
EVALUATION
This section presents the experimental results we collect to evaluate LoRea in different environments. Our results show that:
• In an outdoor setting, LoRea achieves one order of magnitude longer range than conventional RFID readers and CRFID tags.
• In an indoors environment, LoRea enables communication through multiple walls over distances of tens of meters.
• LoRea can make use of deployed infrastructure of ZigBee and WiFi radios to generate suitable carrier signals.
Range and Bit Error Rate
We first aim to understand the achievable range and reliability of LoRea in different environments and operating modes. Experimental setup. We equip both the carrier generator and the backscatter tag with an omni-directional antenna from TP-Link [50] . At the receiver, we use an onboard inverted-F antenna. To account for different antenna orientations and multi-path fading, we perform three independent runs of each experiment with random receiver antenna orientations.
Unless otherwise stated, we use our BeagleBonebased backscatter tags as transmitters. We generate a carrier signal with a strength of 26 dBm using a USRP B200 software defined radio [13] equipped with external amplifier. We note that our carrier signal is still four dB lower than the maximum permissible under FCC regulation, and that used by Passive WiFi [24] and HitchHike [61] . We expect the range to further improve with higher carrier strengths.
We position the backscatter tag, receiver and carrier generator approximately one meter above the ground in all our experiments. Metrics and communication parameters. In each experiment run, we transmit 100 randomly-generated packets of 64 bytes. On the receiver, we keep track of the received packet sequence number, signal strength and the noise floor. We collect approximately 10 5 bits, and compare the received bits with the transmitted bits as done in recent backscatter works [3, 59] . We calculate the bit error rate (BER) for each run of the experiment, along with its mean and standard deviation between experiments runs. Unless otherwise stated, the backscatter tags transmit at a rate of 2.9 kbps.
Outdoors
We begin our evaluation in outdoor environments with line-of-sight propagation. The experiments are carried out outside of our university, with buildings on one side and forest on the other side.
We first evaluate LoRea with the objective of assessing the impact of positioning the backscatter tag close to the carrier generator. Figure 6 shows the observed BER as a function of distance between the receiver and the carrier generator. We achieve a range of 225 m, 140 m, and 90 m with a separation of 1 m, 6 m, and 12 m from the carrier generator, respectively. In most cases, the BER is well below 10 Backscatter tag close to the receiver (outdoors). As the distance from the carrier generator increases, the maximum achievable range between the backscatter tag and the reader decreases.
away from the carrier generator, the achievable range decreases while the bit errors increase. We next evaluate the impact of positioning the backscatter tag close to the reader. Figure 7 shows the result of the experiment. As both the backscatter tag and the reader move farther away from the carrier generator, the communication range decreases. When the backscatter tag is at a distance of 200 m, the reader can only receive reliably up to 2 m from the tag. However, as we move the backscatter tag close to the carrier generator at a distance of 100 m, we can receive reliably up to a distance of 10 m from the tag.
The results of the experiment suggest that the optimal position to achieve low BER and high range is to either position the backscatter tag close to the carrier generator, or to take the reader close to the backscatter tag, especially when operating at longer distances from the carrier generator. These results confirm the earlier findings in Figure 3 
Indoors
Next, we evaluate the ability of LoRea to operate in non-line-of-sight environments. We perform experiments in an indoor environment in the presence of rich fading and other wireless networks. The environment is shown in Figure 5 . The study rooms are of varying size between 2.5 m and 7.5 m, and each room is separated by an insulated gypsum wall of approximately 16 cm. The rooms are equipped with tables, chairs, and a whiteboard on the wall separating the rooms.
In a first experiment, we keep both the backscatter tag and the carrier generator in the same room (see . We can receive transmissions even four room away from the tag. Figure 5 ). We position the backscatter tag 1 m, and 6 m away from the carrier generator. We vary the position of the LoRea receiver by placing it in different rooms. Figure 8 shows the results, where vertical lines indicate the presence of walls in the figure. When the backscatter tag is located at a distance of 1 m from the carrier generator, we can achieve a distance of approximately 30 m between the LoRea receiver and carrier generator, traversing through eight walls. At longer distances the SNR falls below the sensitivity levels of the radio. As the distance between the backscatter tag and the carrier generator increases to 6 m, the strength of the backscatter signal reduces, which affects the achieved range and also introduces higher bit errors. We achieve a range of approximately 20 m with five walls separating backscatter tag and the receiver. Room to Room Backscatter. We next evaluate LoRea in a scenario where backscatter tag, carrier generator and the receiver are all located in separate rooms. We keep the carrier generator in the same location as in the earlier experiment, and move the backscatter tag to the next room (tag position C). The distance between the backscatter tag and the carrier generator is 10 m, and a wall separates them. We place the receiver in different rooms and repeat the experiment. Figure 9 shows the result of the experiment. We can receive backscattered transmissions four rooms away from the backscatter tag with four walls separating the backscatter tag and the receiver at BER lower than 10 −2 . We note that existing CRFID systems do not operate well in through the wall scenarios [35] . Hence, we believe that LoRea's ability to perform well in through the wall scenarios is a significant improvement.
High-speed Mode
Some sensing applications for CRFID platforms, such as battery-free cameras [31] or microphones [49] , suffer from the low bitrates of CRFID. To support such applications, LoRea supports higher bitrates at the cost of reduced receiver sensitivity. We next perform an experiment to investigate this trade-off. We program the reader and the receiver to operate at a bitrate of 197 kbps, which is close to maximum achieved goodput [53] for ZigBee(802.15.4) widely used protocol to network sensors. The bitrate also gives us good sensitivity and high communication range.
We position the backscatter tag close to the carrier generator at distances of 1 m, 2 m and 3 m, and position the reader at intervals of 25 m starting at a distance of 75 m from the carrier generator. Figure 10 shows the result of the experiment. While we achieve a range of 100 m at a target BER of 10 −2 when the backscatter tag is located 1 m apart from carrier generator, the observed BER increases significantly at larger distances.
The observed BER is significantly higher than at low bitrates at similar distances. However, the BER we achieve is comparable to the recent backscatter systems operating at similar bitrates, while we get a nearly threefold improvement in range [61] . The experiment suggests that high-speed mode should only be used at short distances or together with suitable mechanisms at the reader to recover lost or corrupt bits. In this experiment we compare the performance of LoRea to CRFID tags queried using a commercial RFID reader. We perform the experiment to understand improvements in terms of communication range. Settings and metrics. We perform the experiment outdoors in settings similar to Section 4.1.1. We use the Wireless Identification and Sensing Platform (WISP) as the CRFID platform. WISP has been widely used [31, 55, 43] and developed for close to a decade [43] . We use the present generation, and the state-of-the-art WISP 5.0 for the experiments [55] . To query the WISP tags, we use a commercial RFID reader (Impinj Speedway R420 [19] , ∼ $1600) equipped with a single 9 dBiC circular polarized antenna. We configure the reader to generate a carrier signal of strength 26 dBm, similar to the carrier strength used to evaluate the LoRea reader. We position the antenna and the WISP tags approximately one meter above the ground. As CRFID tags demonstrate an asymmetry in the communication and energy harvesting range [14] , we externally power the WISP tags to avoid being restricted by the energy harvesting range. In the same setting, to evaluate LoRea, we connect a 9 dBi antenna [51] to the SDR. Due to the high self-interference problem, we cannot use the monostatic setup on LoRea, we simulate the equivalent path loss in monostatic configurations by keeping the carrier generator and the receiver equidistant from the tag while maximising the distance between them. We also operate LoRea in low bitrate mode. We program both the WISP and LoRea to transmit with the minimum possible delay. As a metric, we measure the achieved goodput. Results. Figure 11 shows that as the distance between the WISP and the RFID reader increases, the achieved bitrate drops significantly. This is due to the SNR of the backscattered signal decreasing at the reader and approaching the sensitivity levels of the reader. We observe a maximum distance of approximately 17 m, which is consistent with the maximum advertised range of the Impinj Speedway R420 RFID reader [19] .
Goodput of LoRea and CRFID
LoRea on the other hand, achieves a similar good- put but much higher range even in a somewhat less favourable configuration. To put the numbers in context, LoRea achieves a range, in bistatic mode, of approximately 225 m with the backscatter tag 1 m away, and 100 m with the backscatter tag 12 m away from the carrier generator at similar bitrates as the WISP. LoRea, in certain cases, achieves a range that is one order of magnitude longer compared to existing RFID readers. LoRea achieves a higher range in spite of the RFID reader using sub GHz frequency for communication, which offers better propagation characteristics. The higher range achieved by LoRea is due to three reasons. First, LoRea shifts the weak backscattered signal away from the carrier which reduces the noise floor, thereby improving the SNR. Second, LoRea uses a radio which offers receiver sensitivity that is almost 20 dB higher (approximately −104 dBm) compared to the −84 dBm the R420 reader offers, a typical sensitivity for commercial RFID readers. Finally, most commercial RFID readers operate in a monostatic configuration which, as we have discussed in Section 3.3, limits the achievable range significantly.
Leveraging Carriers from Existing Infrastructure
Next, we perform an experiment to demonstrate how LoRea can leverage existing infrastructure to generate suitable carriers rather than relying on the reader to generate the carrier as RFID readers do. We deploy six MSP430-based backscatter tags in an office in close proximity to TelosB sensor nodes [38] . The tags periodically backscatter packets with random payloads. A LoRea reader is also placed in the room. The spatial setup of the experiment is shown in Fig. 12 . Experimental setup. We use the deployed TelosB sensor nodes for carrier generation. Their radio chips (CC2420) feature a test mode that allows to generate an unmodulated carrier at an output power of 0 dBm. We collect received packets over a time span of five hours.
Results. Fig. 13 shows the BER for each of the six backscatter tags. BERs are generally low, except for tag 2, which has the longest distance to the receiver. We attribute the bit errors that we observe to interference from other coexisting wireless networks and occasional collisions between transmissions from tags. We do not observe distinct temporal variations in the bit error rate. We conclude that using several carriers simultaneously is feasible, and that slight offsets in the carrier frequency between carrier generators (which are inevitable due to variations in crystals) do not noticeably affect communication.
PROOF-OF-CONCEPT APPLICA-TIONS
In this section, we present two proof-of-concept applications realized using LoRea.
Passive Visible Light Markers
Since visible light is omnipresent indoors, it is attractive for sensing applications. Recent systems leverage visible light and shadows cast on light sensors to enable applications like gesture recognition [27, 26] and activity sensing [18, 62] . These systems, however, require the deployment of a large number of photodiodes on the floor or ceiling and extensive cabling of the light sensors. The requirement to physically connect the light sensors using wires often makes these systems rigid and difficult to use in actual deployments. Wireless light sensors could help. However, platforms based on active radios might require regular battery replacement.
Battery-free light sensors are attractive as such sensors could be embedded in walls or floors at the time of construction (with the light sensor itself exposed to the outside of the wall/floor) and left unattended. Backscatter is a prime candidate for providing wireless connectivity due to its ultra-low power nature. We have earlier demonstrated a proof-of-concept batteryfree light sensor to enable localization using the WISP 5.0 CRFID platform [10] . Our earlier system, however, suffered from the high cost of the reader (∼ $1600), required three large antennas and achieved only a short communicate range. LoRea could help such applications by achieving a large range at very low cost.
We implement a proof-of-concept light sensor application using LoRea. We connect a photodiode to an MSP430-based backscatter tag (∼ $16) and program it to backscatter light readings when a drop in the light intensity is detected. We generate the carrier signal using the test mode on the WiFi radio CC3200 (∼ $30). Next, we position the sensor inside our offices, and position two receivers outside approximately 6 m and 9 m away from the sensor. The sensor and receivers are not in line of sight and are separated by walls in our office. We walk close to the light sensor such that the shadow falls on the photodiode. We obstruct the sensor 30 times at an interval of 60 s, and record at the receiver whether the event was received. We observe that both the receivers detect the shadow event with high accuracy of ≥ 96%. The entire setup costs less than $100 and yet achieves a high performance.
Mobile Reader
Mobile backscatter readers can be useful for applications in, for example, libraries [41] , offices of the future, and at manufacturing lines. However, existing backscatter readers are energy expensive and bulky which severely limits their usage on mobile platforms since their batteries need to be exchanged often. Due to its lower power consumption (see Table 2 ), LoRea enables such mobile applications.
One of the key elements that help to achieve a LoRea receiver's low power consumption is the bistatic mode of operation, which decouples the energy-expensive carrier generation from the receiver. Decoupling the carrier generator, however, introduces a new challenge: tags demonstrate varied communication range, due to different distances from the carrier generator.
To demonstrate this problem, we distribute backscatter tags at six different locations in the parking space of the university campus. The backscatter tags are not in line of sight of the carrier generator. We find the maximum communication distance between the tag and the reader. Figure 15 demonstrates that the communication range is higher for tags closer to the carrier generator, while for tags far away the reader has to be close to the tag to receive transmissions.
In a concrete application scenario, one could deploy several carrier generators as shown in Section 4.3. Another option is to devise trajectories that allow the mobile reader to query the tags near the carrier generator from large distances and tags far away from the carrier generator from short distances. While we note that LoRea due to its low power consumption enables such mobile reader applications, we leave the open issues raised by this use case to future work.
RELATED WORK
This section begins with a summary of other efforts in designing low-power backscatter readers followed by an overview of CRFID platforms, we next discuss briefly self-interference mitigation and finally discuss recent backscatter systems. Low power readers. There have been some prior attempts to develop low-cost backscatter readers. Braidio is a backscatter reader that can switch between active and passive radios depending on the energy constraints of the host device [17] . Similar to our solution, Braidio can function as a low-cost and low-power backscatter reader, but achieves a receiver range of 1.8 m at 100 kbps. As a comparison, LoRea can reach beyond 200 m due to three primary reasons: First, Braidio uses passive receivers similar to the ones found on RFID tags resulting in a sensitivity of approximately −60 dBm. By contrast, the receivers employed by LoRea are off-theshelf radio chips with a sensitivity as low as −104 dBm. Second, we separate the weak backscattered signal from the strong carrier helping to improve the the SNR. Finally, we enable bi-static operation of the reader which helps further reduce self-interference. Nikitin et al. aim to reduce the cost of the reader and presents a design of a simple and a low-cost reader for RFID applications [32] and achieve a range of only 15 cm. CRFID platforms. WISP [55] and Moo [60] are computational RFID platforms that leverage backscatter communication and allow interfacing with sensors. They rely, however, on the use of traditional RFID readers inheriting also their limitations. Similar to our backscatter tag, these platforms use the MSP430. In future work we plan to make them interoperable with LoRea. Self-interference mitigation. There has been significant recent work to reduce self-interference and enable full-duplex operations on radios [22, 9, 4] . These techniques, however, significantly increase the complexity, power consumption and cost of the reader.
Liu et al. present a design to reduce self-interference and enable full-duplex operation on ambient backscatter devices [29] . These designs achieve only few meters of range. Recent backscatter systems leverage the spectral mixing property of backscatter transmissions to shift backscatter transmissions away from the carrier to reduce self-interference [24, 61, 11, 37, 36, 59] . We build upon these recent designs to develop an efficient reader for CRFID devices which achieves high communication range and low cost.
Ma et al. [30] use non-linear elements attached to the WISP platform to reduce self-interference and achieve accurate 3D localization. While Ma et al. [30] also reduce self-interference, we target a different problem: by shifting the carrier we reduce self-interference to lower the cost of the backscatter reader and enable higher communication ranges. Passive backscatter. Passive transmissions of commodity radio protocols have recently attracted significant interest due to the ability to synthesize packets compatible with existing wireless standards like ZigBee [21, 36, 37] , Bluetooth [11] and WiFi [21, 24, 61] with a power consumption that is three to four orders of magnitude lower than conventional radios. Ensworth et al. demonstrate the ability to synthesize BLE advertisements using backscatter communication [11] . Kellogg et al. synthesize WiFi packets using backscatter. Further, they demonstrate that an ASIC implementation of the radio would consume only 14.5 µW [24] . Iyer et al. improve upon this work and demonstrate the ability to backscatter WiFi and ZigBee packets using transmissions generated from a BLE radio [21] .
While these works do not need a separate backscatter reader and can use off-the-shelf devices like smartphones as a receiver, they are still constrained. First, the intricacies of implementing complex protocols such as WiFi or ZigBee require these devices to implement the baseband logic on an FPGA which can consume power in the same order as conventional radio chips. Implementing on ICs might reduce the power consumption [24] , however, to the best of our knowledge such commercial implementation are not easily available. Fabricating custom ICs can be prohibitively expensive, especially for small quantities, making them inaccessible to the wider research community. Second, existing wireless protocols operate at high bitrates, and the receiver sensitivity decreases with increasing bitrates reducing achievable range. For example, improved sensitivity due to operations at low bitrates enables LoRea achieve 7× larger range as compared to Passive WiFi [24] . Ambient backscatter. Ambient backscatter leverages radio signals such as TV transmissions [28] or WiFi traffic [3, 23, 61] to dispense with the need for an external reader or a device to generate the external carrier.
Parks et al. demonstrate passive tag-to-tag communication using ambient TV signals [28] . They further improve on the design to enable through-the-wall operations and achieve high throughput [35] . Ambient backscatter using TV signals, however, is limited to operate only in the vicinity of TV towers where the signal is strong enough (approx. −30 dBm) taking it out of reach for many deployments. Furthermore, the communication range is limited to about 30 m [35] . WiFi backscatter. Recent attempts leverage ambient WiFi signals to enable backscatter communication.
Kellogg et al. demonstrate the feasibility of backscattering WiFi signals and receiving on commodity smart phones [23] . They achieve only a short range of 2.1 m at a throughput of 1 kbps due to severe self-interference. Zhang et al. improve upon WiFi backscatter, and using frequency-shifting to separate backscattered signals from WiFi packet transmissions reduce self-interference and achieve a range of 4.8 m. Bharadia et al. demonstrate high throughput backscatter (around 1 Mbps) with distances upto 5 m [3] . Their design uses extensive self-interference cancellation techniques at the receiver making the system both complex and expensive. HitchHike [61] enables communication between commodity WiFi radios by changing codewords of WiFi transmissions and achieve a range of 54 m. The HitchHike tag is based on an FPGA due to the need for precise timing to change the phase of symbols in WiFi packets. While these approaches avoid the need for a dedicated device to generate an unmodulated carrier signal, they, as noted by Iyer et al. [21] need large amount of WiFi packets to be sent which can occupy almost half of the available spectrum. Hence, they could further aggravate the problem of Cross Technology Interference (CTI). LoRea, on the other hand allows commodity radios to generate a carrier and occupies only 4 MHz of the spectrum, less than channel bandwidth of ZigBee, easing coexistence with other wireless networks.
CONCLUSIONS
In this paper we have presented LoRea, a new architecture for the next-generation backscatter readers. LoRea departs from previous designs in that it avoids the need for complex and expensive self-interference: LoRea separates the backscatter transmissions from the carrier by shifting the weak backscattered signal away from the carrier signal. Furthermore, LoRea decouples carrier generation from data reception which enables other devices such as sensor nodes and smartphones to generate the carrier, which improves range and scalability. In LoRea, receivers are cheap off-theshelf radios with high sensitivity which leads to costs that are about one magnitude below that of commercial RFID readers. Putting these techniques together makes LoRea a low-cost but very efficient backscatter reader that achieves a range beyond 200 m in line of sight, outperforming state-of-the-art solutions.
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